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SAFEGUARDING PRIVACY IN BIG DAta 
Dr. D. USHA, M.C.A., M.Phil., M.Tech., Ph. D 

 

Abstract— Enhanced connectivity and computing power, as well as increased uptake of big data technologies, not only provide 
opportunities for organizations but also give rise to new challenges in terms of privacy and security. Their degree introduced by analytics 
vary depending on the kind of processed data. Though gathering and processing of vast amounts of data is not new, the speed of 
processing is new.  Big data is currently a major topic of discussion across many areas like scientific research, national security, 
government data and management. Public and private sectors use big data analytics as even long running queries are now be resolved in 
a tenth of a second with terabytes of directly addressable RAM. Data streaming from various sources is mostly impersonal, but the digital 
economy’s increasing reliance on trade of personal information is an issue. There is fear that these growing markets may infringe 
individual's rights to privacy and not protect their data. A record seven administrative proceedings and actions were taken by the Federal 
Trade Commission in 2014 [1], as contending companies failed to provide appropriate security for consumers’ personal information. These 
stimulated discussions between policy makers, regulators and specialists across these policy areas.  The challenge is in identifying data 
collection that violates privacy. This paper proposes a few guidelines on privacy protection big data. 

Index Terms—Big Data, Big Data Analytics, Application Encription, Cyber Attack, Privacy Protection Management, big Data Privacy.   

——————————      —————————— 

1 INTRODUCTION                                                                     
urrent people, devices and networks constantly generate 
data, even if the devices are not used the networks are 
busy generating its location and relevant data. The mo-

bile data traffic is also growing rapidly. Smartphone subscrip-
tions is expected to be over 6 billion in the coming years with 
five times the traffic of today [2]. Big data consists of many 
types of data from multiple sources. The big-data-driven tele-
com analytics market alone is expected to grow by fifty per-
cent and reach revenues up to USD 5.4 billion at the end of 
2019 [3]. This superficial impact will also create business and 
opportunities for organizations in new areas. Improved real-
time connectivity and data management will create tailored 
data for analysis and learning, thus enabling improvements in 
many business areas like transport, logistics, energy, environ-
mental monitoring and agriculture. Organizations, prevented 
from benefiting from the value of big data in the past due to 
its volume, velocity and variety, will be facilitated by accurate 
and updated data. The three V’s depicted in Fig 1. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
For organizations, big data entails deploying powerful real-
time analysis of data analytics, cooperative processing and the 
ability to automatically use existing applications vital to the 
organization’s survival. In the present scenario, every organi-
zation relies on processing collected data about customers or 
employees. Organizations can make use of big data to drive a 
wide range of important decisions like creating and recom-

mending competitive offers to customers, communicating 
with users about their usability, delivering more reliable ser-
vices and monitoring to proactively solve problems. Thus cre-
ating outcomes like improved user experience, increased cus-
tomer satisfaction and a healthy progress into the Networked 
Society. Protecting collected information in big data is vital. 
Storing and processing this data has made data protection a 
major risk-management issue. Organizations need to be trans-
parent in data collection and explain compliance with data 
protection principles. A data breach or an attack can cost 
heavy losses in revenue, software, litigation fees, forensic 
analysis costs, to name a few.  Thus Data protection needs to 
be a priority for the entire organization and be an overall part 
of corporate culture. Policies should be in place on collection, 
period of storage and destruction of data. Studies have found 
that many companies failed to practicing basic security and 
above ninety percent of the breaches were preventable with 
encryption, secure data backup and data access control.  One 
key to personal data protection is to ensure a fair processing, 
especially in decisions affecting individuals. The complexity of 
big data analytics cannot be an excuse obtaining required con-
sent from users. By scrutinizing data in real time, systems can 
identify potential sources of threats. Cyber insurance offers a 
valuable safeguard from the financial damage that a data 
breach can impose on a company, but the losses may not be 
insurable. Compliance is a major challenge for both the com-
panies and the insurance industry. Creating best practices for 
security on all points of access to network operations can pre-
vent cyber interferences. By putting rules in place and creating 
a culture of cyber preparedness and responsiveness, they will 
be much more capable of controlling risk and keeping data in 
IT systems safe and secure [4].  High-profile security gaps 
with hacking using with smart devices, raise consumer con-
cerns about their personal information’s privacy and security. 
Nevertheless, big data and analytics are key tools for success 
with connected home products and systems. This paper is in-
tended to give an overview of the issues observed and con-
tribute to the debate on big data and privacy. The paper aims 
is to ensure that the different privacy risks of big data are con-
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     Fig. 1: The V’s and A’s of in big data 
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sidered along with the benefits of big data as the benefits can-
not simply be traded with privacy rights. 
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2 SECURITY ISSUES IN BIG DATA 
Big data presents a remarkable opportunity for scientists, 
product managers, marketers and enterprises in tapping into 
new volumes and varieties of data. Without the right security 
and encryption solution in place, however, big data can mean 
big problems.  The security challenges in big data is detailed 
below.  
 
2.1 Source and Frameworks     
The advantages of big data is exploited by organizations in 
various forms including a range of heterogeneous applications 
like resource planning systems, video files, social media feeds 
and spreadsheets to name a few. New data sources are also 
added and unknown variants of data may be added in future. 
These sources can include personally identifiable and 
important information, intellectual property and much more. 
This data needs to be secured by addressing security policies 
and compliances. Within the big data environment sensitive 
data may be processed anytime.   
 
2.1 Analytics 
Output presented in dashboards and reports, is the ultimate 
fruit of a big data initiative. It stems from analytics that help 
business innovations and optimizations.  Visa is looking at 
using big data analytics to develop authorization of credit card 
payments in a new way [5]. The analytics may present a sensi-
tive asset as a critical differentiator, but can fall into the wrong 
hands. Big data is also valuable to cyber criminals or a dis-
gruntled system administrator looking to make quick and illic-
it money for its attributes. Establishing effective security 
across is both critical and challenging in big data. Organiza-
tions are leveraging on cloud-based services to support their 
big data resources where the task of managing security be-
comes even more difficult. Users have to contend with the 
vendor’s infrastructure security with a potential exposure to 
others and a number of other additional risks. Big data analyt-
ics can involve repurposing personal data. Fig. 2 depicts the 
Big data analytics stack 

 
 
 
 
 
 
 
 

 
 

 
 
 
 

3 SECURING BIG DATA  
Compliant security solutions in big data can maximize the 
benefits of big data analytic. The Security Data Security Plat-
form can offer microscopic controls, strong encryption, and 
complete coverage. The organizations can secure sensitive 
data including big data infrastructure, and big data analytic 
results. Security enabled security teams can leverage central-
ized controls that optimize efficiency and compliance adher-
ence, while the Security Platforms can offer encryption and  
access control. Organizations can leverage on both structured 
and unstructured data, for their big data initiatives [6]. Data 
from databases, data warehouses, system logs, spreadsheets, 
and many other diverse systems may become a part of big 
data, but to establish security for these diverse data sources, 
organizations can use Security Transparent Encryption and 
control access at the file-system level. The encryption solution 
should be easy to deploy without any changes to existing ap-
plications. A Security Application Encryption can encrypt spe-
cific columns in an application and by encrypting a specific 
column or a sensitive field, the information will remain in-
comprehensible within the big data environment.  
 
3.1 Securing Frameworks and Analytics 
In big data environments, replication and migration of data 
occur amongst a large number of nodes along with sensitive 
information present in system logs, configuration files, disk 
caches and error logs. A Transparent security Encryption can 
efficiently protect data across these areas, delivering encryp-
tion, privileged user access Use of algorithms. Before the ad-
vent of big data, analyzing a dataset involved, constructing a 
query to find it, by identifying the relevant entries. Big data 
analytics, on the other hand, often involves running a very 
large number of algorithms against the data in order to find 
correlations [7], rather than testing a particular hypothesis. 
Once relevant correlations have been identified, a new algo-
rithm can be created and applied to particular cases. This is a 
form of ‘machine learning’, since the system ‘learns’ which are 
the relevant criteria from analyzing the data. While algorithms 
themselves are by no means a new concept, their use in this 
way is a feature of big data analytics, control and security in-
telligence. Big data output, an intellectual property of an or-
ganization which comes in many output forms, run the risk of 
being attacked. Security Transparent Encryption can be de-
ployed on servers to provide security for these confidential big 
data assets. It can encrypt big data outputs and control and 
monitor accesses. An Application Encryption can be used to 
encrypt data from a specific application or field. Some practi-
cal aspects of big data analytics are summarized in Table 1 
 
 
 
 
 

 

 
               Fig. 2. The big data analytics stack 
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3.2 Safeguarding Personal Information 
sing neighbor discovery protocol, each sensor node knows its 
Privacy preservations require new techniques, as security 
challenges can be overcome. New challenges include protec-
tion against personal data compiled from different sources, as 
well as the necessary changes to privacy-enhancing technolo-
gies based on the nature of data. Existing legislation may not 
be enough to protect  user privacy and may soon become out-
dated in evolving technology environments. Regulations also 
may vary in their approach based on big data technology and 
country. These privacy challenges can be addressed by in-
creasing awareness in working and taking privacy considera-
tions in design of a new product or service [8]. This includes 
data life cycle management at each stage.  Internal processes 
can be adjusted by performing privacy audits. Standardization 
activities such as the introduction of the ISO 29100 standard 
[9] can also support internal work. Technical approaches to 
address security and privacy include established security 
techniques like encryption in secure communication or data 
storage and severe access including techniques like collection, 
quality and retention in data, logging data, audits and anon-
ymization methods [10].  Figure 3 depicts Creating value from 
Big Data.  
 
 
 
 
 
 
 
 
 
 
 
Companies are safeguarding personal information mainly due 
to the reputational damage and liability from data breaches. 
They need to comply with standards and rules in safeguard-
ing privacy. Companies that have been successful in escaping 
government actions are those that evolved in planning and 

executing information security on sensitive personal infor-
mation with a perfect response after a cyber-attack. Rather 
than focusing on big data technology, organizations should 
start from the business value they want to create and apply 
extensive competence to understand insights into raw data 
before applying big data techniques. Any decision driven by 
analytics which is accurate and timely has a better chance to 
profit from change. The key to effective decisions is the ability 
to combine data from several sources and examine large 
amounts of data for a comprehensive view of the business. 
Even unimportant data can reveal new insights like combined 
data from social media can help understand users experience 
of a service or in knowing whether they like or dislike. Organ-
izations need to understand key data relationships like com-
plex hierarchies and links between data types and sources. 
The financial services industry has been rather stringent in 
securing client data. Humanizing and Safeguarding big data 
can be done by a two-factor authentication with two separate 
passwords to access or use can provide greater protection. 
Business owners can learn best practices to help protect their 
data as repairing the damage from a data breach can ruin a 
business. Managing big data requires planning, discipline and 
vigilance. This section lists a few strategies to organize and 
protect big data.  Businesses can use the network of computer 
servers in a cloud infrastructure, since cloud services are se-
cured. Communicating with a mobile number as an access 
point can help one's identity, acting as a virtual fingerprint for 
identification. Sensors in the street or in shops can capture the 
unique MAC address of the mobile phones of people passing 
by [11]. Although the MAC address does not itself identify a 
specific individual, it could be used to track repeated visits. 
The most secretive like personal mobiles and ATM card num-
bers for access can protect valuable resources. A communica-
tion can be interrupted for user inputs for privacy. Though 
entering a code after a few minutes is annoying, it can prevent 
others from gathering valuable data or committing fraud on 
personal information. When phone data is lost or changed, a 
third party interaction like an email can help restore the priva-
cy settings, Encrypting personal data with software tools at 
reasonable costs can help, as keys are required to retrieve in-
formation. Customers or users should send encrypted person-
al information. Data protection is concerned with personal 
data, but it is important to remember that many instances of 
big data analytics do not involve personal data at all. Exam-
ples of non-personal big data include: world climate and 
weather data; using geospatial data from GPS-equipped buses 
to predict arrival times; data from radio telescopes in the 
Square. Moreover, there are many examples of big data pro-
cessing of personal data like medical patients data  or data on 
purchases. If personal data becomes impersonal when anon-
ymised and ceases to be personal data and becomes difficult to 
identify individuals in data or data in combination with other 
data used to identify them.  

4 CONCLUSION 
Storing and processing volumes of data  is no longer an is-

sue. This could enable the creation of a range of user-centric 
applications and services with benefits. An analytics platform 

TABLE 1  
 ASPECTS IN BIG DATA ANALYT-

ICS  

 

                Fig. 3. Creating value from Big Data 
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which is big and horizontal is necessary to support a variety of 
applications like analysis of real incoming data, data correla-
tion with domain expertise and exposing insights into data. 
True data-driven insight calls for domain expertise. For organ-
izations this means in-depth knowledge of network functions, 
what data to pull from network’s nodes and connecting data 
from multiple sources to yield an enriched information. This 
approach can both enhance the performance of applications 
justifying big data investments. The big data tools and tech-
nologies need to support finding insights that are actionable, 
accurate and adequate. Big data, organizations should focus 
their attention towards privacy protection in the three A’s of 
big data. The conclusion is that though people are sharing 
their personal data, this does not necessarily mean that data 
protection is obsolete. Data protection does indeed have an 
important role to play in the online environment, probably 
even more so than in the physical world context. Thus data 
protection is not only still relevant but will be crucial to ad-
dress the potential harms of big data and analytics and there is 
no doubt that privacy protection has a role to play in big data. 
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